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Many central banks are considering, and some are even piloting, central bank digital currency. This column
provides an overview of important considerations for central bank digital currency design. While central banks
already provide wholesale digital currency to financial institutions, a retail central bank digital currency would
expand access to more users and provide opportunities for innovative central banking. The design must
balance these benefits with the potential risks created by retail central bank digital currency deployment.  

Central banks around the world are exploring, and in
some cases even piloting, central bank digital
currencies (CBDCs). More than 80% of central bank
respondents to a Bank for International Settlements
survey in 2019 reported engagement in CBDC
projects (Boar et al. 2020). One in ten central banks,
representing approximately one-fifth of the world’s
population, expected to offer CBDCs within the next
three years. The People’s Bank of China has begun to
pilot a digital yuan, while the US and the ECB are
exploring CBDC development (Zhao 2020, Bharathan
2020, Mersch 2020). At the same time, a Facebook-
initiated fiat-backed cryptocurrency called Libra has raised the prospect of an industry alternative
(Light et al. 2020). Various forms of CBDC have in a sense existed for years, but as wholesale
facilities available exclusively to financial institutions. What is striking and potentially transformative
about many recent CBDC initiatives is their retail focus (Ricks 2018). They aim to democratise
central banking by making accounts or liabilities directly available to individual consumers,
households, and/or businesses. 

Requirements for a well-functioning retail CBDC

A well-functioning CBDC will require an extremely resilient, secure, and performant new
infrastructure, with the ability to onboard, authenticate, and support users on a massive scale. It will
necessitate an architecture simple enough to support modular design and rigorous security
analysis, but flexible enough to accommodate current and future functional requirements and use
cases. A CBDC will also in some way need to address an innate tension between privacy and
transparency, protecting user data from abuse while selectively permitting data mining for end-user
services, policymakers, and law enforcement investigations and interventions. Many of these
requirements will necessitate the development of novel expertise for central bankers, as handling
retail accounts requires a different skill set from management of a wholesale digital currency. 

Potential benefits of a CBDC

Using a retail CBDC, central banks can potentially create a more efficient and more inclusive
financial system. A CBDC can reduce friction in the existing payments system, lowering the cost
and increasing speed of transactions. It can also boost tax revenues by bringing more economic
activity into the effective tax base. The tax base would be broadened by reducing tax evasion and
limiting the use of central bank money for illicit purposes. A retail CBDC can also serve as a

Sarah Allen
Community Manager, Initiative for

CryptoCurrencies and Contracts
(IC3)

Srđan Čapkun
Professor of Computer Science,
ETH Zürich; Director, The Zürich
Information Security and Privacy

Center; Faculty, Initiative for
Cryptocurrencies and Contracts

Ittay Eyal
Senior Lecturer of Electrical

Engineering, Israel Institute of
Technology; Associate Director,

Initiative for Cryptocurrencies and
Contracts

Giulia Fanti
Assistant Professor of Electrical

and Computer Engineering,
Carnegie Mellon University;

Columns Covid-19 Vox Multimedia Publications Blogs&Reviews People Debates Events About

Research-based policy analysis and commentary from leading economists Search

Create account  | Login  | Subscribe

By Topic By Date By Reads By Tag

https://voxeu.org/article/covid-19-central-bank-digital-currencies-and-other-payments-instruments
https://voxeu.org/article/designing-central-bank-digital-currencies
https://voxeu.org/article/digital-money-and-central-bank-digital-currency-executive-summary
https://voxeu.org/article/central-bank-digital-currency-concepts-and-trends
https://voxeu.org/user/288297
https://voxeu.org/user/288298
https://voxeu.org/user/288299
https://voxeu.org/user/288300
https://voxeu.org/columns
https://voxeu.org/pages/covid-19-page
https://voxeu.org/videovox
https://voxeu.org/epubs
https://voxeu.org/blogs-reviews
https://voxeu.org/people
https://voxeu.org/debates
https://voxeu.org/events
https://voxeu.org/pages/about-vox
https://voxeu.org/
https://www.facebook.com/cepr.org/
https://www.linkedin.com/company/centre-for-economic-policy-research/
https://www.twitter.com/voxeu/
https://www.youtube.com/voxviewscepr/
https://voxeu.org/user/register
https://voxeu.org/user/login?destination=node/66185
https://voxeu.org/pages/feeds
https://voxeu.org/columns/topics
https://voxeu.org/columns/archive
https://voxeu.org/columns/reads
https://voxeu.org/columns/tag


1. 3. 2021 Design choices for central bank digital currency | VOX, CEPR Policy Portal

https://voxeu.org/article/design-choices-central-bank-digital-currency 2/5

gateway for unbanked and under-banked individuals to have access to electronic payments and,
potentially, other banking services. It can facilitate a more flexible monetary policy than previously
possible, theoretically allowing central banks to institute negative nominal interest rates and
implement non-distortionary helicopter drops or withdrawals of central bank money. A CBDC can
also act as a backstop to privately managed payment systems, avoiding the risk of a breakdown of
the payments infrastructure in times of crisis. 

Risks to consider

The expansion of central bank services to more users could result in disintermediation of the
banking system. To avoid disruption, many CBDC plans involve a two-layer architecture; the CBDC
itself serves as a basic functional layer, while existing non-governmental financial institutions
manage a second layer that interfaces with users (Bank of England 2020). Nonetheless, by
reducing transaction frictions and possibly even providing interest-bearing accounts, CBDCs could
disintermediate significant swaths of the banking system with potentially destabilising systemic
effects. CBDCs also raise privacy concerns. Given the limitations of current privacy-enhancing
technologies, it seems likely that a true retail CBDC will expose new forms of sensitive information
to CBDC operators (Agur et al. 2020). CBDC designers should consider legal and technical
mitigations from the outset. Additionally, regulators may struggle to develop the tools and expertise
to address the dramatic structural changes and financial innovations brought about by CBDCs
(Fernández-Villaverde et al. 2020). They will also need to balance desire for government oversight
with leaving room for innovation as there are risks to overemphasising either side. In summary,
even with conservative design, CBDCs will represent a technical experiment with significant risk of
information-security, privacy, and design failures, many of which may prove difficult to fix.

Important areas of CBDC design

As they contemplate issuing CBDCs, central banks should give special consideration to certain
elements of policy and technical design. 

Ledger infrastructure

A range of architectural options for the digital ledger could underpin a CBDC. Central banks will
wish to retain tight control over currency issuance and transaction processing, including the ability to
alter or reverse transactions. The two-layer approach embraced by many CBDC efforts continues
existing customer-service models and is the easiest to integrate with existing laws, such as anti-
money-laundering and countering the funding of terrorism regulations (AML/CFT). Other designs
will have a harder time supporting important legal use cases, such as secured credit and consumer
protection against fraud. Notably, however, a two-layer system would not remedy the privacy
concerns associated with representation of individuals’ accounts (or banknotes) in the CBDC and
may introduce complications around the authority and legitimacy of applications used by consumers
to interact with the system, as compared with an approach in which the CBDC is managed entirely
by the central bank. 

Wallets and funds/key custody

Users will need a secure way to hold their funds and send provably legitimate transactions. For
cryptocurrency users, management of the secret keys needed for authentication has been unduly
burdensome, resulting in heavy reliance on financial intermediaries. Unless central banks innovate
a user-friendly secret-key-management system, CBDC users are likely to pursue the same route,
potentially impeding the very financial inclusion that is a major goal of CBDC creation. Workable
approaches to custody of funds and/or secret keys will be of pivotal importance in a CBDC.

Privacy

A CBDC can potentially reveal significantly more information about individuals’ transactions to
central banks than existing systems do. Should a CBDC maintain the account balances of
individuals on the ledger, which would seem to be a prerequisite for a retail CBDC, privacy will
become an issue of major importance. This observation strongly motivates consideration of
technical and legal confidentiality protections for ledger contents.

Monetary policy considerations
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Notwithstanding the potential benefits, there are many unanswered questions about how the new
financial technologies could affect the structure of financial institutions and markets. Questions also
abound about whether retail CBDC will in any significant way affect monetary policy implementation
and transmission. These uncertainties suggest a cautious approach to embracing the concept of
CBDC.

The issuance of CBDC will not mask underlying weaknesses in central bank credibility or other
issues such as fiscal dominance that affect the value of cash. In a shift to digital forms of retail
central bank money, the transitional risks could be higher in the absence of stable macroeconomic
and structural policies, including sound regulatory frameworks that are agile enough to be able to
recognise and deal with financial risks created by new types of financial intermediaries.

Opportunities for innovation

We believe there are rich opportunities for innovation in a CBDC. Some derive from the
unprecedented transparency a CBDC would afford regulators, including a panoramic yet fine-
grained view of global spending in an economy. These opportunities would also include new
monetary policy levers, such as the ability of central banks to institute negative nominal interest
rates, create currency with time limits or other spending conditions (e.g. required spending on
durable goods) in order to create highly targeted monetary interventions in a national economy
(Agur et al. 2020, Bossone 2020). Innovation would be best captured by CBDC support for smart
contracts, programmes that can extend a CBDC’s functionality. 

In summary, the benefits and risks of CBDC are complex, encompassing financial, legal, and
technical considerations and the interplay among them. With many central banks currently
considering or piloting CBDCs, each country will have to take into account its specific circumstances
and initial conditions before deciding whether the potential benefits of introducing a CBDC outweigh
the possible costs (Allen et al. 2020). Any CBDC will require a secure, user-friendly way to hold and
transfer funds. A two-layer infrastructure with central bank management of the digital ledger and
existing financial institutions providing customer service is a likely choice; it would maintain existing
models and avoid disintermediation of the financial system. Regardless of the infrastructure choice,
central banks should consider technical and legal confidentiality protections for ledger contents.
Once deployed, a retail CBDC will provide rich opportunities for innovative central banking.

References

Allen, S, S Capkun, I Eyal, G Fanti, B Ford, J Grimmelmann, A Juels, K Kostiainen, S Meiklejohn, A
Miller, E Prasad, K Wüst and F Zhang (2020), “Design choices for Central Bank Digital Currency:
Policy and technical considerations”, Brookings.edu, 23 July.

Agur, I, A Ari and G Dell'Ariccia (2020), “Designing central bank digital currencies”, VoxEU.org, 19
May.

Bank of England (2020), “Central Bank Digital Currency: Opportunities, challenges and design”, 12
March. 

Bharathan, V (2020), “Digital dollar project in light of recent congressional hearings”, Forbes.com,
29 June.

Boar, C, H Holden and A Wadsworth (2020), “Impending arrival – a sequel to the survey on central
bank digital currency”, BIS Publication 107. 

Bossone, B and H Natarajan (2020), “Getting funds to those in need and enabling access to money
during COVID-19, part 3: Central bank digital currencies and other instruments”, Vox.EU.org, 15
July.

Fernández-Villaverde, J, D Sanches, L Schilling and H Uhlig (2020), “Central bank digital currency:
Central banking for all”, VoxEU.org, 25 April.

Light, J, B Bain and O Kharif (2020), “Facebook weighs Libra revamp to address regulatory
concerns”, Bloomberg News, 3 March. 

Security Center; Senior Scientist,
Initiative for Cryptocurrencies and

Contracts

Sarah Meiklejohn
Professor of Computer Science,

University College London; Fellow,
Alan Turing Institute; Associate

Director, Initiative for
Cryptocurrencies and Contracts

Andrew Miller
Assistant Professor of Electrical

and Computer Engineering,
University of Illinois at Urbana-

Champaign; Associate Director,
Initiative for Cryptocurrencies and

Contracts

Eswar Prasad
Tolani Senior Professor of Trade

Policy, Cornell University

Karl Wüst
Research Assistant and Ph.D.

Student, Department of Computer
Science, Swiss Federal Institute of

Technology in Zürich; Ph.D.
Student, Initiative for

Cryptocurrencies and Contracts

https://www.brookings.edu/wp-content/uploads/2020/07/Design-Choices-for-CBDC_Final-for-web.pdf.
https://voxeu.org/article/designing-central-bank-digital-currencies
https://www.bankofengland.co.uk/paper/2020/central-bank-digital-currency-opportunities-challenges-and-design-discussion-paper
https://www.forbes.com/sites/vipinbharathan/2020/06/29/digital-dollar-project-in-light-of-recent-congressional-hearings/#1426cc182dc2
https://www.bis.org/publ/bppdf/bispap107.pdf
https://voxeu.org/article/covid-19-central-bank-digital-currencies-and-other-payments-instruments
https://voxeu.org/article/central-bank-digital-currency-central-banking-all
https://www.bloomberg.com/news/articles/2020-03-03/facebook-weighs-libra-revamp-to-win-over-reluctant-regulators
https://voxeu.org/user/288305
https://voxeu.org/user/288306
https://voxeu.org/user/219391
https://voxeu.org/user/288310


1. 3. 2021 Design choices for central bank digital currency | VOX, CEPR Policy Portal

https://voxeu.org/article/design-choices-central-bank-digital-currency 4/5

43 A A

Mersch, Y (2020), “An ECB digital currency – a flight of fancy?”, Speech at Consensus 2020 virtual
conference, 11 May.

Ricks, M, J Crawford and L Menand (2018), “Central banking for all: A public option for bank
accounts”, The Great Democracy Initiative Report, June.

Zhao, W (2020), “Chinese state-owned bank offers test interface for PBOC central bank digital
currency”, Coindesk.com, April.

Topics:  Financial regulation and banking Monetary policy

Tags:  central bank digital currency, CBDC, retail digital currency

Related
COVID-19, central bank digital currencies, and other payments instruments
Biagio Bossone, Harish Natarajan

Designing central bank digital currencies
Itai Agur, Anil Ari, Giovanni Dell'Ariccia

Digital money and central bank digital currency: An executive summary
Dirk Niepelt

Central bank digital currency: Concepts and trends
Sayuri Shirai

Printer-friendly version

Shaping Africa’s post-Covid
recovery: A new eBook

Stronger together? The
policy mix strikes back

Taxing the superrich

Fan Zhang
Ph.D. Student, Department of

Computer Science, Cornell
University; Ph.D. Student, Initiative

for Cryptocurrencies and
Contracts

Don't Miss

Arezki, Djankov, Panizza

Bartsch, Bénassy-Quéré,
Corsetti, Debrun

Scheuer

Events
Geneva Trade and
Development Workshop
1 March - 24 May 2021 / Online
/

CEPR-VDEV Webinars - 9
2 - 2 March 2021 / Online /

SUERF/KfW Virtual
Workshop: "COVID-19 and
Government Firm Rescue
Measures: Best Practices
and Way Forward"
3 - 3 March 2021 / Online /
SUERF and KfW

International Macro History
Online Seminar Series - 15
3 - 3 March 2021 / Online /

International Macro History
Online Seminar Series - 16
10 - 10 March 2021 / Online /

CEPR Policy Research

Discussion Papers  Insights

Homeownership of
immigrants in France:
selection effects related to
international migration flows
Gobillon, Solignac

Climate Change and Long-
Run Discount Rates:
Evidence from Real Estate
Giglio, Maggiori, Stroebel,
Weber

The Permanent Effects of
Fiscal Consolidations
Summers, Fatás

Demographics and the
Secular Stagnation
Hypothesis in Europe
Favero, Galasso

https://www.ecb.europa.eu/press/key/date/2020/html/ecb.sp200511~01209cb324.en.Html
https://greatdemocracyinitiative.org/document/central-banking-for-all/
https://www.coindesk.com/chinese-state-owned-bank-offers-test-interface-for-pboccentral-bank-digital-currency
https://voxeu.org/content/topics/financial-regulation-and-banking
https://voxeu.org/content/topics/monetary-policy
https://voxeu.org/taxonomy/term/9065
https://voxeu.org/taxonomy/term/9738
https://voxeu.org/taxonomy/term/11501
https://voxeu.org/article/covid-19-central-bank-digital-currencies-and-other-payments-instruments
https://voxeu.org/article/designing-central-bank-digital-currencies
https://voxeu.org/article/digital-money-and-central-bank-digital-currency-executive-summary
https://voxeu.org/article/central-bank-digital-currency-concepts-and-trends
https://voxeu.org/print/66185
https://voxeu.org/article/shaping-africa-s-post-covid-recovery-new-ebook
https://voxeu.org/article/stronger-together-policy-mix-strikes-back
https://voxeu.org/content/taxing-superrich
https://voxeu.org/user/288312
https://voxeu.org/events/geneva-trade-and-development-workshop-0
https://voxeu.org/events/cepr-vdev-webinars-9
https://voxeu.org/events/suerfkfw-virtual-workshop-covid-19-and-government-firm-rescue-measures-best-practices-and-way-forward
https://voxeu.org/events/international-macro-history-online-seminar-series-15
https://voxeu.org/events/international-macro-history-online-seminar-series-16
https://voxeu.org/article/design-choices-central-bank-digital-currency?qt-quicktabs_cepr_policy_research=0#qt-quicktabs_cepr_policy_research
https://voxeu.org/article/design-choices-central-bank-digital-currency?qt-quicktabs_cepr_policy_research=1#qt-quicktabs_cepr_policy_research
https://voxeu.org/epubs/cepr-dps/homeownership-immigrants-france-selection-effects-related-international-migration-flows
https://voxeu.org/epubs/cepr-dps/climate-change-and-long-run-discount-rates-evidence-real-estate
https://voxeu.org/epubs/cepr-dps/permanent-effects-fiscal-consolidations
https://voxeu.org/epubs/cepr-dps/demographics-and-secular-stagnation-hypothesis-europe


1. 3. 2021 Design choices for central bank digital currency | VOX, CEPR Policy Portal

https://voxeu.org/article/design-choices-central-bank-digital-currency 5/5

@VoxEU

RSS Feeds

Weekly Digest

QE and the Bank Lending
Channel in the United
Kingdom
Butt, Churm, McMahon,
Morotz, Schanz

Subscribe

http://twitter.com/VoxEU
https://voxeu.org/feed/recent/rss.xml
https://voxeu.org/pages/how-do-i-subscribe-vox-weekly-digest-email
https://voxeu.org/epubs/cepr-dps/qe-and-bank-lending-channel-united-kingdom

